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Scope & Purpose
With the introduction of devices such as the Apple iPhone, Samsung Blackjack Motorola Q and other mobile phones which integrate rich data features along with traditional voice calls, interest has grown in accessing School of Medicine and University IT resources on these platforms.  This document contains equipment recommendations and instructions related to the integration of mobile phones with School of Medicine IT resources, including the Exchange server which hosts email, contacts and personal calendars for SOM staff and faculty.  Following these recommendations and instructions will enable a SOM user fully to synchronize her or his Exchange account with a mobile phone.
For Further Assistance

If you need further assistance beyond what is provided in this handout, contact the School of Medicine / UP&S Help Desk at 11748 (off campus 691-1748) or musomhelpdesk@marshall.edu. 
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Supported Mobile Phone Models
Users considering the purchase of such mobile phone devices with the intent of integrating them with University or SOM IT resources should carefully review the recommendations of University Computing Services and the Division of Information Technology, which support only devices which run Microsoft Windows Mobile, including the following devices from wireless carriers in this area:


Alltel





AT&T / Cingular

Motorola Q




AT&T / Cingular 2125


Palm Treo 700wx



AT&T / Cingular 3125


UTStarcom PPC6700



AT&T / Cingular 8125

AT&T / Cingular 8525








Palm Treo 750

Samsung Blackjack


Sprint





Verizon Wireless*

HTC Mogul




Motorola Q

Motorola Q




Palm Treo 700wx

Palm Treo 700wx



Verizon Wireless PN-820

Samsung IP-830W



Verizon Wireless XV6700
*Verizon Wireless provides service in some parts of West Virginia, but not currently in the Huntington – Charleston area.)
Windows Mobile devices integrate fully with the Exchange email server that hosts accounts for University and SOM staff and faculty, including the ability to synchronize email messages, contacts and personal calendar entries.  Note that such synchronization requires a mobile data plan from the user’s cell phone carrier, and that such synchronization can incur additional fees, depending on the terms of that plan.

Devices other than Windows Mobile, including the Apple iPhone, models of the Palm Treo which run PalmOS rather than Windows Mobile and the R.I.M. Blackberry, do not integrate fully with the University’s Exchange servers.  They may, for example, only provide access to electronic mail and not to contacts or personal calendar entries.  Further, there are security concerns surrounding the method that many non-Windows Mobile devices use to connect to the SOM Exchange Server (see “Security Issues,” below).
Configuring Windows Mobile ActiveSync to Synchronize with SOM Exchange

In order to synchronize your mobile phone with the SOM Exchange server, you will need a mobile data plan.  Costs for such plans vary from carrier to carrier.  Be sure to consider carefully the terms of such plans -- data plans which do not provide unlimited usage, but which rather cap the amount of data transfers each month, pose a risk of incurring overage fees if you send or receive anything more than a minimal number of email messages.

To configure ActiveSync on your mobile phone to synchronize with the SOM Exchange server:

1. Click Start on the Windows Mobile desktop of your phone and select ActiveSync.

2. Click on Menu and then Configure Server (on some editions of Windows Mobile this might be labeled Add Server Source or something similar).  Enter the server address outlookweb.marshall.edu and be sure to check the option noting that “this server requires and encrypted (SSL) connection.”  Using this option ensures that your network credentials (username and password) are encrypted when sent to the Exchange server and are not transmitted in clear text.  (See “Security Issues,” below).  
3. Click Next to advance to the next screen of the server configuration.  Enter the username and password that you normally use to access your Exchange account (with no preceding “musom\” or trailing “@som.marshall.edu” attached to the username) and enter MUSOM as the domain.  For example, if your MUSOM network username is jsmith, enter your credentials as:

Username:
jsmith
Password:
************
Domain:
musom
Consider carefully whether to check the Save password option.  Without this option, you will be required to key in your MUSOM network password every time you synchronize your mobile phone (perhaps several times per day).  With this option, however, your phone will continue to provide access to your email, personal calendar entries and contacts even if lost or stolen.  If you do select this option, you should implement an “unlock” code so that your phone cannot be used by an unauthorized person if it comes into their possession (see “Security Issues,” below).

4. Click Next to advance to the next screen of the server configuration.  Designate what data you wish to synchronize from the Exchange server – i.e., one or more of Contacts, Calendar, E-Mail and Tasks.  Highlight each of these selections individually and click on Menu (on some editions of Windows Mobile this might be labled Settings) and then Advanced or Settings to set preferences on how each of these items is synchronized.  You can, for example, limit the initial amount of each email message that is synchronized to your phone, as well as limiting how far back to synchronize messages (e.g., 1 day, 3 days, 1 week, etc.).  Note that storage space on your phone is used for this synchronization, so be sparing in your selections if your mobile phone does not have copious storage available.
5. Click on Finish. 

6. Click on Menu and then choose Schedule.  Designate the frequency of synchronization during peak and off-peak times and indicate whether you wish to use these settings while roaming and whether you wish to send outgoing messages (i.e., messages you compose on your mobile phone) immediately.  Click on Done when you are finished configuring the synchronization schedule.

Important Notes regarding the Synchronization Schedule:
a. Frequent synchronization will adversely affect the duration of the battery charge on your phone.

b. Do not select the option of synchronizing “As items arrive” unless your mobile data plan also includes generous or unlimited text messaging to your phone.  With this setting, the Exchange server uses text messages to your phone to trigger a synchronization when new items arrive, which will incur a per-message charge unless the text message allowance for your mobile data plan is very generous or unlimited.

Security Issues
Mobile phone devices which do not use Windows Mobile often employ a less secure method of connecting to the SOM Exchange server.  Many of these devices, including the Apple iPhone, use Internet Messaging Access Protocol (IMAP).  IMAP does not fully synchronize with the Exchange server (it only synchronizes email, not contacts or personal calendar entries), and it does not transmit user credentials in an encrypted form.  For this reason, IMAP is considered to be a significant security risk for users with access to EPHI or other sensitive data, and therefore is not supported by the Division of Information Technology for such users.
All mobile phone users, regardless of the platform, should be mindful of risks associated with the potential disclosure of sensitive data, including email messages and contact information, which can result from the loss or theft of these devices.  Users should take steps to protect such data from unauthorized users, such as requiring an “unlock code” before the phone can be used.
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